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Stockham Primary School E-Safety Policy 
April 2016
1. Why Internet use is important 

· The Internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide students with quality Internet access as part of their learning experience. 

· Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 

2. Internet use will enhance learning

The school’s Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use.

· Pupils will be educated in the effective use of the internet in research, including the skills of knowledge location, retrieval and evaluation 

Pupils will be taught how to evaluate Internet content.

We will ensure that the use of Internet derived materials by staff and by pupils complies with copyright law. 

· As pupils progress through the school into Key Stage 2 they will be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy. 

3. Information System Security 

School ICT systems capacity and security will be reviewed regularly. 

Virus and Spyware protection will be installed and updated regularly. 

Security strategies will be discussed with the Local Authority and with the technician attached to our school. 

4. Published content and the school website 

The contact details on the school’s web site include the school’s address, e-mail and telephone number. Staff or pupils’ personal information will not be published. 

· The headteacher will take overall editorial responsibility and ensure that content is accurate and appropriate. 

5. Publishing pupils’ images, videos and work 

Photographs and videos that include pupils will be selected carefully. Care should be taken when taking digital / video images that pupils are appropriately dressed and are not participating in activities that might bring the individuals or the school into disrepute. 

Pupils’ full names will not be used in association with photographs or videos. 

Written permission from parents or carers will be obtained before photographs and videos of pupils are published on the school’s web site.

· Work can only be published with the permission of the pupil and parents. 

6. Social networking and personal publishing 

The school will block / filter access to inappropriate social networking sites. 

Pupils will be advised never to give out personal details of any kind that may identify them or their location. 

Staff must not communicate with students using public social networking sites such as Facebook, MySpace, Twitter, etc. 

Staff should not communicate with parents about school-based issues using public social networking sites such as Facebook, MySpace, Twitter, etc. 

· Pupils should be advised on security and encouraged to set passwords, deny access to unknown individuals and how to block unwanted communications. Students should be encouraged to invite known friends only and deny access to others. 

7. Managing filtering 

The school will work in partnership with the LA and Turn It On to ensure systems to protect pupils are reviewed and improved. 

If staff or pupils discover an unsuitable site, it must be reported to the ICT Coordinator, Turn It On and the LA.

· ICT Coordinator/ICT technician will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable. 

8. Managing emerging technologies

Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed, and the view of the Turn IT On shall be sought. 

9. Protecting personal data 

Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998. 

10. Authorising Internet access 

All staff must read and sign the ‘Staff Code of Conduct’ before using any school ICT resource. 
The school will maintain a current record of all staff and pupils who are granted access to school ICT systems.

· Parents will be asked to sign and return a consent form. 
11. Assessing risks 
The school will take all reasonable precautions to prevent access to inappropriate material. However, due to the international scale and linked Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. Neither the school nor OCC can accept liability for the material accessed, or any consequences of Internet access. 
The school will audit ICT use to establish if the e-safety policy is adequate and that the implementation of the e-safety policy is effective.
12. Handling e-safety complaints 
Complaints of Internet misuse will be dealt with by the head teacher or next senior member of staff on site. 
Any complaint about staff misuse must be referred to the headteacher. 
Complaints of a child protection nature must be dealt with in accordance with the school’s child protection procedures. 
13. Introducing the e-safety policy to pupils 
E-safety rules will be posted in all classrooms where computers are used. 
Users will be informed that network and Internet use will be monitored. 
As they progress through the school, children will be taught these SMART tips (from Childnet International – www.childnet.com):
Safe – Keep safe by being careful not to give out personal information – such as your full name, e-mail address, phone number, home address, photos or school name – to people you are chatting with online. 
Meeting – Meeting someone you have only been in touch with online can be dangerous. Only do so with your parents’ or carers’ permission and even then only when they can be present.
Accepting – Accepting e-mails, IM messages, or opening files, pictures or texts from people you don’t know or trust can lead to problems – they may contain viruses or nasty messages! 
Reliable – Information you find on the Internet may not be true, or someone online may be lying about who they are. 
Tell – Tell your parent, carer or a trusted adult if someone or something makes you feel uncomfortable or worried, or if you or someone you know is being bullied online. You can report online abuse to the police at www.thinkuknow.co.uk 
14. Staff and the e-safety policy 
All staff will be given a copy of the school’s e-safety policy and its importance explained.
Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential. 
· Staff who manage filtering systems or monitor ICT use will be supervised by senior management and have clear procedures for reporting issues. 
15. Enlisting parents’ support 
Parents’ attention will be drawn to the school’s e-safety policy in newsletters, the school brochure and on the school website. 
Parents will be informed about the SMART rules taught to the children in school and will be informed that they may wish to invest in security software for their own computers, e.g.: 
· Net Nanny, www.netnanny.com
· Cyber Patrol www.cyberpatrol.com
· Surfwatch www.safesurf.com 
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